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Privacy

L ong a dynamic practice area, the field of privacy law may 
be hotter than ever. The industry grabbed headlines last 
year as major breaches hit a slew of high-profile targets, 
from the IRS to the notorious adultery website Ashley 
Madison. In jurisdictions across the country, statutes and 
judicial decisions impacting data privacy and security 

are mounting, putting conflicting pressures on businesses and their 
attorneys. Meanwhile, practitioners are advising clients on litigation over 
data privacy and security breaches, evolving best practices, regulatory 
developments, and the increasingly robust insurance market.

California Lawyer moderated a conversation on these and related is-
sues among Ian Ballon of Greenberg Traurig, Michael Hornak of Rutan 
Tucker, Rosemarie Ring of Munger Tolles Olson, Erik Syverson of Raines 
Feldman, and Dave Watts of NetFusion. The roundtable was reported by 
Laurie Schmidt of Barkley Court Reporters.1

Participants

IAN BALLON 
Greenberg Traurig

MICHAEL HORNAK 
Rutan & Tucker

ROSEMARIE RING  
Munger, Tolles & Olson LLP

ERIK SYVERSON
Raines Feldman, LLP

DAVE WATTS
NetFusion

Moderated by
CALLAWYER.COM

MODERATOR: What privacy trends 
do you think will emerge in 2016?

ERIK SYVERSON: It’s an election year, 
so I think one trend that we might see 
emerge, given some of the saber-rat-
tling that has already happened with 
some of the candidates, is this tension 
between personal liberty and national 
security as it relates to terrorism. Poli-
ticians at every level, from your local 
city councilmen, on up to the Presi-
dency, obviously are invested in this, 
because everyone’s lives are affected by 

data breaches and privacy issues now.
I’m also predicting a rise in negli-

gence-based class actions, especially 
in California and in Illinois in the Sev-
enth Circuit. It’ll be interesting to see 
how the duty and causation elements 
evolve, and also what sort of facts 
support breaches of duty to protect 
consumer information.

We’ll also see increased SEC en-
forcement. In 2015 we saw that begin 
with rogue traders and pilfered insider 
information. In 2016, the law firms 
that do big M&A deals will really be 

targeted, because there’s an incredible 
amount of money that can be made 
from trading that information. The 
SEC will have to step up their game in 
prosecuting those cases.

I anticipate more small enterprise—
$50 million to $200 million privately-
owned, often family businesses—
being increasingly targeted because 
it’s low-hanging fruit for the bad guys. 
Big consumer-based companies have 
really stepped up their cybersecurity 
game, so this is one way for bad guys 
to make a quick, easy buck.

DISCUSSION
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Finally, board level involvement at 
companies is going to have to ramp 
up. If you’re a corporation, you need 
to think about appointing someone to 
your board who has really delved into 
these issues, and can lead a committee 
and make sure that the company’s pri-
vacy hygiene is up to snuff.

DAVE WATTS: I agree, the small- and 
medium-sized businesses are going to 
be at an increased risk of becoming tar-
gets. According to Verizon’s 2015 Data 
Breach Investigations Report, organiza-
tions with 11-100 employees are at-
tacked 15 times more often than those 
with less than 11 and more than 100 
employees. So I do agree that the big 
boys have upped their game. The small 
businesses don’t necessarily have the 
same resources or the sophistication or 
even the knowledge of their own risk. 

I also think the frequency and sever-
ity of breaches is going to dramatically 
increase due to two factors: first, there 
will be the increasing number of attack 
vectors. So you’ve got a proliferation of 
devices per person, and proliferation of 
locations from which they access data. 
All of that has to be secured differently. 
It’s like you’re protecting a home—ex-
cept it has seven front doors and the 
house moves on a daily basis. That pro-
liferation is going to make things much 
more difficult.

Second, I think the frequency and 
severity of breaches will increase due 
to the reduced bars for entry to profes-
sional cybercrime. The market has been 
divided up into wholesalers and retail-
ers of tools being used to perpetrate 
cybercrime, and it is very inexpensive. 
You can even buy an exploit kit on the 
black market for as little as $200 and be 
in the cybercrime business. That’s bad 
news, and we need to prepare for it.

IAN BALLON: A year from now, the 
landscape is going to look very differ-

ent. The question is, in what respect. 
In the privacy area, the U.S. Su-

preme Court’s decision later this year 
in Spokeo v. Robins is going to be very 
important, because the Court may de-
cide that Article III standing is an in-
dependent constitutional requirement, 
which would eliminate a whole range 
of privacy cases.

In the security breach field, there is 
almost a circuit-split in the way courts 
are looking at standing. At some point 
that will be resolved, but I don’t think 
it will be within the next year. In the 
meantime, this split means that where 
you sue or are sued can be outcome 
determinative.

In TCPA cases, we will continue to 
see fallout from the FCC’s 2015 regula-
tions. The regulations are perceived to 
be very consumer-friendly, but they 
also potentially make it more difficult 
for plaintiffs to certify class actions in 
certain cases. I defeated a motion for 
class certification in one putative class 
action, in part, because the new regula-
tions required individualized inquiries 
of whether consent had been given and, 
if given, revoked through any reason-
able means (within the meaning of the 
regulations). In the coming year, we 
may find other courts concluding that 
the new regulations make certification 
of class action suits more difficult for 
plaintiffs. 

The presidential election also 
could influence the direction of 
regulation and, by extension, class 
action litigation. Over the past eight 
years we’ve seen a more aggressive 
regulatory environment take hold in 
Washington D.C. than we saw in the 
Clinton or Bush administrations. Over 
the next four years, will we continue 
to see privacy, TCPA, and security 
enforcement pushed very aggressively 
through enforcement actions and pu-
nitive measures or will there be some 
pullback and more of a focus on more 
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business-friendly regulations?

ROSEMARIE RING: Practically speak-
ing, I think companies that deal with 
credit card data will get more clarity on 
how to process and protect that data 
to avoid privacy issues and to ensure 
strong defenses if there is a breach and 
resulting litigation. There were court 
decisions and an FTC settlement that 
provide very helpful guidance. That 
said, they also left open big questions 
about what constitutes injury under the 
FTC Act. 

I think another area that will get a 
lot of attention is how companies deal 
with third parties who have access to 
their data. We’ve seen lawsuits this year 
by companies against security firms 
and other vendors that consult on IT 
and system-related issues. 

Thinking about what information 
can and cannot be shared with third 
parties raises another issue: what is 
personal information? We’ve seen this 
play out in the context of Video Privacy 
Protection Act cases this year, which 
turned on whether anonymous identi-
fiers can constitute “personally iden-
tifiable information” under the VPPA. 
Companies who share customer data 
with a third party are going to have to 
keep much tighter controls on them.

MICHAEL HORNAK: In the next year, I 
see a growing effort by both the pub-
lic and private sectors to come to the 
plate and spend more on cybersecurity. 
Municipalities haven’t had to worry 
too much because most of the data 
they have is not online. But with the 
recent passage of AB 169 (Gov. Code, 
§ 62530.10) and SB 272 (Gov. Code, 
§ 6270.5 in California, there are two 
new requirements in place: By July 1, 
municipalities and agencies must cata-
log all the public data they are holding; 
and two, if that data is going to be 
made available on the Internet, it must 

be open source.
So municipalities and cities must 

start asking: What are we going to 
make available online? What are the 
privacy concerns? How do we remove 
Social Security numbers and personal 
identifying information? The public 
sector will start having to deal with 
things the private sector has dealt with 
for a long time.

In the private sector, I see large 
companies that do business in Europe 
reexamining their policies. There’s a 
tentative agreement between the Euro-
pean community and the U.S. Depart-
ment of Commerce that will lead to 
stricter data standards. I suspect they’re 
going to require some recertification to 
meet the requirements of the new safe 
harbor. 

And lastly, to elaborate on Erik’s 
point about board-level involvement, 
Senator Reed introduced some really 
interesting legislation in December, 
which would require all public boards 
to have a cybersecurity expert, and if 
they can’t comply within a year, explain 
why they haven’t been able to comply. 
So it’s going to be a very interesting dis-
cussion during the next year.

MODERATOR: How are companies dif-
ferentiating between legal requirements 
and best practices? What are some of 
the best practices you’re seeing now?

BALLON: It is a challenge, because 
many of the laws governing privacy and 
security look to reasonableness stan-
dards for good reason – because tech-
nologies constantly evolve and what is 
reasonable today may not be tomorrow. 
If statutes or regulations enshrined 
current standards of encryption or 
other protective measures, they would 
rapidly become obsolete. At the same 
time, the flexibility of a reasonableness 
standard means that companies are 
forced to confront a moving target.

As a consequence, and because of 
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the threat of litigation and a lack of safe 
harbors, businesses feel pressure to do 
more than what may be reasonable. 
This, in turn, changes the definition 
of what is reasonable. If a large cor-
poration does X, is it reasonable for 
a smaller company not to employ the 
same measures? What is reasonable in 
the abstract depends on the type of 
threat and the size of the company.

WATTS: The legal requirements are 
often intentionally vague and un-
specific because they are going to 
change as technology changes. But 
that becomes very difficult for small 
or medium-size businesses. As a re-
sult, many businesses are starting to 
work with professional advisors—at-
torneys, CIOs, CSOs—to implement 
best practices based on ISO standards, 
the SANS Institute, among other re-
sources. Those are industry standards, 
and they’re free to look up. Whether 
or not small businesses know to look 
them up is a different matter. But they 
are actionable, specific, and measur-
able tools. 

There is a need for more resources 
tailored to smaller businesses because 
they can’t always afford professional 
advisement, and they seek things that 
they can look up themselves. But for 
small businesses, the first step is know-
ing that their business is at risk and 
where they’re at risk, and then hope-
fully taking action after that.

RING: I’ve seen a movement among 
my clients to make data privacy and 
security part of their corporate culture. 
It may not be possible to prevent a 
breach. But if you are thinking about 
privacy when developing a new prod-
uct or service—e.g., how you collect, 
use, and store data—security follows. 
This kind of awareness has to be built 
into the culture, it can’t just be a legal 
issue.

WATTS: It’s important to remember the 
human perspective and operational 
controls. I’ve seen companies “gamify” 
their strategies to encourage employees 
to be alert and look for things that are 
possible breach risks. For example, I’ve 
seen companies give a Starbucks gift 
card at the end of the month to the em-
ployee who avoids clicking on the most 
phishing attacks. By making it a game, 
you actually make people conscious of 
the issue. Many phishing-related prob-
lems happen because people are just 
unaware of the issue.

MODERATOR: How are company best 
practices evolving in relation to ven-
dors?

RING: Disclosing or allowing access to 
data by third parties can create huge 
risks. But it also has to be done. So 
companies have to understand and 
monitor what these third parties are 
doing with the data, impose limits on 
it, and provide for indemnification. I’ve 
seen that more and more frequently.

SYVERSON: I’m amazed and shocked 
at what I see in my clients’ vendor 
contracts with payment processors on 
what needs to be done in the event of a 
breach. I often see zero language about 
my client’s responsibilities, the vendor’s 
responsibilities, or details on the assess-
ment process. That sloppiness on the 
part of payment processors has come 
back to bite them. In Schnuck Markets, 
Inc. v. First Data Services Corp. et al., 
case number 4:13-cv-02226 in the U.S. 
District Court for the Eastern District of 
Missouri, the Court disallowed certain 
assessments levied by the payment pro-
cessor because those assessments were 
not laid out in the retailer contract. 

I also see this sloppiness in contracts 
with outside hosting services. I’ve had 
clients who don’t even know where 
their data is. It might be halfway across 
the globe, and you don’t even know if 
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you have a right to access it so you can 
provide it to your forensic experts, or 
more importantly, the FBI or the Cali-
fornia Attorney General. 

HORNAK: To put it in the perspective 
of the small or medium-sized com-
pany, when you sit down and look at 
a typical commercial contract, you’re 
going to see exclusions of conse-
quential damage liability. In the past, 
people thought nothing of it—this is 
a commercial contract. But this is an 
example where you need to negotiate a 
provision to ensure that that your ven-
dor is complying with requirements, 
has insurance, and is going to be re-
sponsible, because you are going to be 
responsible, ultimately, for the breach 
that happens at the company.

WATTS: Segmentation of your networks 
is a recommended best practice. There’s 
usually no reason to have networks with 
a flat hierarchy. You should be able to 
segment things away so that a vendor 
can’t present an unnecessary risk. They 
shouldn’t even be on the same subnet 
as your production data.

RING: Segmentation is also becoming 
a focus in litigation. It figures promi-
nently in both the Wyndham FTC 
settlement and the Adobe data breach 
case. It is as near as can be to an indus-
try standard—companies that ignore 
segmentation of their systems are doing 
so at their peril.

HORNAK: I agree. The need for seg-
mentation is so important, because it’s 
a world where we can never protect 
against all breaches, so we have to 
reduce the effects of the breach. One 
of the reasons we have this issue with 
segmentation is that many compa-
nies, if they grow quickly, have very 
flat networks. So proper segmentation 
would require significantly restructur-

ing their networks.

WATTS: Also, we keep talking about it 
from the perspective of the client ver-
sus the third-party vendor. Third-party 
vendors should be asking the client, 
“What are you going to do to prevent 
me from having any possible access to 
anything I’m not supposed to see?” It 
should be a two-way dialogue to show 
some responsibility on the vendor’s 
part.

MODERATOR: How are companies 
handling security breach notification 
requirements? Do we need a federal 
standard?

BALLON: A federal law today would 
not be helpful to businesses unless 
it included an express safe harbor 
that limited the risk of litigation. The 
problem in this area is that there are 
47 state security breach notification 
statutes, as well as statutes in effect 
in Washington D.C., Puerto Rico, and 
Guam. There are multiple different 
and in some respects incompatible 
requirements that companies must 
follow when a security breach impacts 
residents of all states and territories. 
But as lawyers we have been dealing 
with this regulatory landscape for 
several years now, so we know how to 
respond to breaches and comply with 
the requirements. Adding an addi-
tional layer of regulation at this point 
would not be helpful unless it created 
a safe harbor to insulate a company 
from litigation.

SYVERSON: Well, I’ll be a little con-
trary. I actually think it would be help-
ful to get some sort of federal law that 
preempts the conflicts in state law, even 
if there is not a safe harbor. Yes, we 
know how to deal with the conflicts, 
but I’m just kind of sick of dealing with 
them and so are my clients because it 
costs money.

Segmentation is also 
becoming a focus in 
litigation. It figures 
prominently in both 
the Wyndham FTC 
settlement and the 
Adobe data breach 
case. It is as near 
as can be to an 
industry standard—
companies that 
ignore segmentation 
of their systems are 
doing so at their 
peril.

 – ROSEMARIE RING
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HORNAK: It is easy for a big company 
to deal with the 47 different notice re-
quirements and the conflicts between 
them. But we need to be there for the 
smaller-size companies who have diffi-
culty dealing with this—for example, a 
medical practice group that has to deal 
with all the various laws that apply to 
protecting patient data.

WATTS: Do you think small- and me-
dium-sized businesses are actually no-
tifying people in the event of breaches? 
Do you think they are also unaware 
that they even have to notify people, 
or under what circumstances they have 
to do it?

HORNAK: Some are unaware, but I have 
seen medical offices that were aware of 
the requirements. Those in regulated 
industries, highly regulated under 
HIPAA, and the financial institutions 
are much more sensitive to the require-
ments.

SYVERSON: I’ve noticed some reluc-
tance by businesses to reach out and 
cooperate in a timely manner—they 
sense a blame-the-victim environment. 
They fear hefty penalties by regulators 
and class actions. And if they disclose 
a breach, they are also afraid that their 
customer base will also evaporate. So 
they’re in a tough spot.

RING: I don’t disagree, but you have to 
get over that. If the fear is, “We’re going 
to get in trouble because we haven’t 
been paying attention to cybersecu-
rity,” then it will only be worse when it 
comes out later—and it usually does.

BALLON: I agree. It’s the law, and frankly, 
a good practice to notify consumers of 
security breaches that could materially 
affect them. Even when a breach does 
not legally require notification under 
the technical requirements of a given 

state, it is sometimes in the interest of 
a company to provide notice in the in-
terest of good customer relations. Also, 
if it comes to light that information 
was compromised and no notice was 
provided, a company could be sued 
for negligence or similar claims. Most 
class action suits arising from security 
breaches are premised on common law 
theories of recovery. Failing to provide 
notice—or failing to provide adequate 
or timely notice—increasingly is al-
leged in security breach cases. 

WATTS: One of the things I would 
recommend to a business of any size 
is to have good logging of all systems. 
Because in the event of a suspected 
breach, you can get a professional to 
evaluate those logs and possibly deter-
mine whether or not you actually had 
a breach, and if so, the extent of the 
breach, and whether or not you need 
to notify someone. Without those logs, 
you don’t really have much of a techni-
cal leg to stand on.

MODERATOR: What are some of the 
litigation trends you’re noticing from 
last year that you think will carry on in 
2016?

RING: Standing is a major issue. For 
years now, we’ve gotten rid of data 
breach cases by arguing that the “risk” 
of future harm, such as identity theft, 
was not sufficient injury to establish 
Article III standing. But that’s been 
changing.

In 2013, a U.S. Supreme Court case, 
Clapper v. Amnesty Int’l, 133 S. Ct. 
1138 (2013), examined to what extent 
future harm can be concrete enough 
to establish Article III standing. The 
Court held that the harm must be “cer-
tainly impending.” Many courts in data 
breach cases interpreted it as a higher 
standard—that you need evidence of 
actual identity theft or fraudulent credit 
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card charges to demonstrate “certainly 
impending” harm.

But in 2014, in In re Adobe Sys., 
Privacy Litig., No. 13-CV-05226-LHK 
(N.D. Cal. 2014), Judge Lucy Koh 
found Clapper’s “certainly impend-
ing” standard was met without proof 
of actual identity theft or fraudulent 
credit card charges. She took an intui-
tive approach: why else would hackers 
target Adobe, steal credit card informa-
tion, and use Adobe’s own systems to 
de-encrypt the credit card information, 
if not to commit identity theft or make 
fraudulent credit card charges?

Last year, the Seventh Circuit was 
the first court to follow that reason-
ing at the federal appellate level in a 
case called Remijas v. Neiman Marcus 
Group, 794 F. 3d 688 (7th Cir. 2015). 
The Remijas court focused on a “sub-
stantial risk” standard, but also found 
it was reasonable to assume that a tar-
geted attack on Neiman Marcus’s sys-
tems in which credit card information 
was stolen created the type of “certainly 
impending” harm required under Ar-
ticle III.

But these decisions also raise ques-
tions. Does encryption matter? What 
about reimbursement? In Remijas, the 
court said that even if you’re reim-
bursed following a fraudulent charge, 
there is still cognizable harm because 
you have to get the charge reversed, get 
a new card, and so forth. We’ll see what 
other courts do, but for companies who 
store credit card information the take-
away is the trend toward finding injury 
based on the risk of future harm—even 
without proof of actual identity theft or 
fraudulent credit card charges.

Finally, it will also be interesting 
to see where the U.S. Supreme Court 
comes out on Spokeo. Plaintiffs in pri-
vacy cases challenging how data is used 
generally bring statutory claims. In 
Spokeo, the Ninth Circuit held that al-
leging a violation of a statutory right is 

sufficient injury to establish Article III 
standing. An avalanche of privacy cases 
based on so-called “statutory standing” 
followed. We don’t have a decision yet. 
But if the Supreme Court affirms the 
Ninth Circuit, we’re going to see that 
continue.  

BALLON: I agree. If the Supreme Court 
finds in Spokeo that Article III requires 
an independent basis for standing, it 
will have a greater impact on data pri-
vacy cases than on security breach suits 
because so many data privacy cases 
are brought under federal statutes. 
Security breach cases more typically 
are based on alleged breaches of com-
mon law duties under theories such as 
breach of contract, breach of implied 
contract, breach of fiduciary duty, and 
negligence. 

But I have a different take on the sig-
nificance of Remijas. It is true that the 
Seventh Circuit followed Judge Koh’s 
decision in Adobe. If you look at the 
circuit split that existed before Clapper, 
the Seventh Circuit had one of the most 
liberal standards for standing (e.g., Pi-
sciotta v. Old Nat’l Bancorp, 499 F.3d 
629 (7th Cir. 2007)), as did the Ninth 
Circuit (e.g., Krottner v. Starbucks 
Corp., 628 F.3d 1139 (9th Cir. 2010)). 
It is perhaps not surprising that courts 
in these two circuits have construed 
Clapper in a way that is consistent with 
earlier, more liberal case law. In fact, 
Judge Koh made clear in Adobe that 
although the U.S. Supreme Court used 
different terminology in Clapper, she 
construed Clapper as essentially consis-
tent with Krottner. But I think Clapper 
actually did set a higher standard for 
establishing standing than what previ-
ously had been required. Numerous 
district courts from around the country 
have construed Clapper this way and 
it is more difficult today than it was 
before Clapper for a plaintiff to estab-
lish standing in a security breach case 
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where the plaintiffs’ information has 
been compromised but the plaintiff has 
not been the victim of identity theft. 

While it may be that because Remi-
jas was the first circuit-level case post-
Clapper to look at standing in a security 
breach case other circuits will follow 
Remijas, I believe that the better view is 
that Remijas applied Clapper too nar-
rowly in a way that is consistent with 
pre-Clapper Seventh Circuit law and 
that other circuits may agree that post-
Clapper, more is required to establish 
standing. Remijas does not signal a new 
trend as much as a continuation of cir-
cuit splits that existed prior to Clapper.

SYVERSON: I find Remijas the most 
interesting case of 2015. If you’re a 
plaintiff’s class-action attorney, this is 
the greatest case in the world. This is 
results-driven jurisprudence. Stand-
ing is so easy to obtain here that it’s 
effectively telling companies that they 
must invest in impossibly high-level 
prevention.

For a number of years it’s been rela-
tively easy wins for the defense side by 
getting cases tossed out on standing. So 
what do you do now with Remijas? You 
have to get into discovery. You have to 
get into the facts and depositions. But 
there are many questions: how do you 
handle duty, how do you handle breach 
of duty?

I like to file summary judgment very 
early in federal cases. So do you now, 
rather than file a 12(b)(6) motion, file 
a summary judgment and force the 
plaintiff to file a motion for discovery? 
I’m interested to see how it will impact 
the nuts and bolts of a litigator’s strat-
egy, discovery can be a very dangerous 
thing for many of these companies. 

HORNAK: In some respects, the Clap-
per case was also results-oriented, an 
attempt to protect the federal govern-
ment from litigation over its surveil-

lance practices. The Supreme Court 
was looking at a precise issue, and not 
considering data breach cases and other 
Article III standing issues. 

And now we have Spokeo, and we 
can all vote for what we think the result 
is going to be. The court might simply 
say that was an actual damage, not a 
substantial risk of future harm, and not 
resolve the issue for us with regard to 
data breach. It’s possible we won’t get 
much guidance in the context of the 
theft of credit card information.

Regardless, this case could greatly 
impact class action filings. Right now, 
class actions get settled because there 
are questions and doubts about Article 
III standing: A plaintiff may get beyond 
the pleading attack, but will class cert. 
we granted, and will standing be shown 
through trial? If we get some clarity on 
that, it’s going to dramatically affect the 
balance.

MODERATOR: On the regulatory side, 
we saw an interesting decision in FTC 
v. Wyndham. What is the impact of this 
ruling?

HORNAK: The FTC has taken the po-
sition that it has jurisdiction over cy-
bersecurity matters under Section 5 of 
the FTC Act, which prohibits unfair or 
deceptive acts or practices, much like 
California’s Business and Professions 
Code Section 17200. 

In FTC v. Wyndham, 799 F. 3d 236 
(3rd Circuit 2015), Wyndham wanted 
to test whether the FTC really did have 
jurisdiction. The Third Circuit sided 
with the FTC and said, yes, the FTC 
does have jurisdiction, and that the 
requirements of injury do not apply 
to the FTC Act in the way Article III 
standing requirements apply in the pri-
vate context.

Since that decision, I know there 
have been one or more commission-
ers in the FTC, who question whether 

One of the things I 
would recommend 
to a business of 
any size is to have 
good logging of all 
systems. Because 
in the event of a 
suspected breach, 
you can get a 
professional to 
evaluate those 
logs and possibly 
determine whether 
or not you actually 
had a breach, and if 
so, the extent of the 
breach, and whether 
or not you need 
to notify someone. 
Without those logs, 
you don’t really have 
much of a technical 
leg to stand on.

 – DAVE WATTS
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The thing that makes 
me want to cry 
following some of 
these data breaches 
is that there are so 
many insurance 
policies out there, 
and great add-on 
options and yet many 
companies do not 
obtain coverage. It’s 
like they are barreling 
down the 405 
freeway at 100 mph 
without a seatbelt. 
It’s reasonably easy 
to get insured for this 
risk—much easier 
than it was five, ten 
years ago. Now is 
the time to get a 
policy.

 – ERIK SYVERSON

that’s the law. The FTC lost one of those 
decisions and has appealed it, so there 
remains a bit of an open question as 
what needs to be shown for the FTC to 
have jurisdiction; however, if we assume 
that Wyndham represents the law, we are 
going to see more FTC involvement in 
the data breach arena. We’ve seen about 
50 FTC proceedings taken against com-
panies just in the last year.

BALLON: Most FTC enforcement ac-
tions settle. One of the reasons why is 
that the FTC is good at issuing press 
releases that are widely reported. Wynd-
ham was a notable exception, where a 
company decided to take on the FTC. 
Many companies believe that they can-
not withstand the adverse publicity at-
tendant to an FTC enforcement action.

The FTC has very broad jurisdiction 
under of the FTC Act over unfair or de-
ceptive practices that impact consumers. 
Its jurisdiction has been supplemented 
explicitly under COPPA, Gramm-Leach-
Bliley, and other acts. But there is also 
the phenomenon of regulatory creep at 
play. When I first began work on my 
treatise in 1995, the FTC was just begin-
ning to study data privacy. By the time 
the first edition was published in 2000, 
the FTC’s website identified data privacy 
as central to its oversight function. 

In the last few years, the FTC has 
been more punitive in the settlements 
that it has been demanding to resolve 
enforcement actions. To require 20 years 
of monitoring, for example, in an indus-
try where companies rise and fall in a 
matter of five years or less is significant. 

So we’ve seen not only that in the 
past 20 years the FTC itself has greatly 
expanded its jurisdiction, but in the past 
six or seven years that the FTC has been 
much more demanding of companies in 
terms what the agency requires to settle 
a case.

SYVERSON: That’s very true. I have 
had cases where we have entered into a 

consent agreement with 20 years’ worth 
of monitoring. It’s quite onerous. I often 
ask the FTC why they would even want 
20 years’ worth of monitoring. Can we 
make it five years? But they will insist on 
20 years. They will negotiate on money 
much, much more easily with the 20 
years of monitoring.

RING: This was another aspect of the 
Wyndham decision: the FTC is regulat-
ing companies now without having to 
actually go through the rule-making and 
administrative process that would oth-
erwise be required. And that was one 
of the challenges that Wyndham made. 
Wyndham was saying, “We didn’t know 
what ‘reasonable security’ meant to the 
FTC under the Act, so we didn’t get 
fair notice.” And the Third Circuit said, 
“You know how you should be handling 
credit card information, because the 
FTC has issued some guidance on this, 
and there are industry standards on it.” 

The settlement that Wyndham ulti-
mately reached with the FTC after they 
lost at the Third Circuit is very clear on 
what is required. Most consent decrees 
in data breach cases are boilerplate. But 
this one goes into a lot more detail about 
what’s required when credit card infor-
mation is involved.

HORNAK: What the FTC is doing is put-
ting in settlement agreements its idea of 
reasonableness, and publishing it in 
consent decrees.

SYVERSON: Right. And whether it’s the 
FTC or a state agency, I find that they 
tend to get married to one industry, 
which can make the settlement process 
a challenge. Healthcare, for example, 
seems to be the area where regulators 
have the most expertise. That’s where 
many privacy-based professionals have 
cut their teeth. And so you try to apply 
the standards of reasonableness and care 
from healthcare to another emerging in-
dustry, and you end up with a square-
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peg-in-a-round-hole situation. It can be 
tough, from a deal-making standpoint.

MODERATOR: Are there any new develop-
ments in the insurance market to guard 
against data breaches?

SYVERSON: The thing that makes me want 
to cry following some of these data breaches 
is that there are so many insurance policies 
out there, and great add-on options and yet 
many companies do not obtain coverage. 
It’s like they are barreling down the 405 
freeway at 100 mph without a seatbelt. 
It’s reasonably easy to get insured for this 
risk—much easier than it was five, ten years 
ago. Now is the time to get a policy.

HORNAK: The policies are all different. So 
companies have to look carefully at what 
the exclusions are. For example, some 
policies contain exclusions if there was 
participation by employees of the company 
in the data breach incident. Many of them 
require lengthy questionnaires about the 
company’s security practices, so they need 
to look closely. But I think Erik [Syverson] 
is right, policies are relatively cheap right 
now, in the same way as when we first had 
Internet retailers.

WATTS: Another piece of advice is to be 
honest. Whether it’s for first-party insur-
ance or third-party insurance, don’t sugar-
coat anything on your application, and be 
absolutely forthright on all of your short-
comings. If you don’t know how to answer 
a question, don’t just check “yes.” It’s bet-
ter to pay a higher rate and have a claim 
paid, than to pay the money and have no 
protection.

SYVERSON: That’s true. A few coverage 
disputes have been starting to crop up in 
the last year, and they are usually about a 
company’s failure to disclose either a prior 
breach incident or the level of privacy hy-
giene. Finally, some parting advice to law 
firms: get cyber liability insurance, or get 
ready for major breach liabilities in 2016.




