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2020 is shaping up to be another monumental year in privacy law. Internationally
and domestically, regulators and lawmakers are enacting broader and more
protective consumer privacy provisions which will affect how or whether at all
businesses will operate in the digital landscape. This article discusses three areas
where the legal and operational landscape is most likely to change. 

California May Expand Consumer Privacy Protections Even More in 2020

In late September, the original proponent of the California Consumer Privacy Act
(“CCPA”) proposed new ballot initiative called the California Privacy Rights and
Enforcement Act of 2020. The initiative, already being dubbed “CCPA 2.0,” would
significantly expand the CCPA’s protection for consumer and corresponding
obligations on businesses. The law would, among other things: 

• Create a new category of personal information called “sensitive information,” which
includes a consumer’s social security number, financial account numbers,
credit/debit card number, precise geolocation, biometric information, health data,
and personal information that reveals a consumers, racial or ethnic origins, religion,
sexual orientation, and other information. Consumers would be permitted to opt-out
of the use of their sensitive information for commercial purposes. 

• Create a right to rectify personal information, i.e., to correct inaccurate personal
information. 

• Require opt-in consent for the collection of personal information from children
under 16. 

• Provide broader rights to consumers regarding the disclosures of their personal
information collected by businesses. 

• Provide notification to the consumer and the State when a consumer’s personal
information is used to advance the business’s political interests. 

In addition, the ballot initiative proposes the creation of the “California Privacy
Protection Agency.” The independent executive agency would have authority to
promulgate regulations, provide consumer education, and enforce the law.
Currently, the California Attorney General is charged with these obligations. 

Proponents of the ballot initiative argue the CCPA is a solid foundation for privacy
rights, but does not go far enough in protecting the rights of California consumers,
especially children. If the ballot initiative receives the requisite number of signatures
within the applicable deadline, it will be voted on in the 2020 election. While there is
a possibility that the initiative’s proponents could strike a deal with the California
Legislature to convert the initiative into an assembly bill, as it did with the CCPA, at
least one proponent has said he is not interested in that approach this time around. 

Meanwhile, businesses are gearing up to comply with the CCPA before it becomes
operational on January 1, 2020. The California Legislature passed multiple
amendments to the CCPA in September which will vastly impact the compliance
efforts for some businesses. However, those amendments won’t become law until
they are signed by the Governor. In addition, most are anticipating the arrival of
regulatory guidance by the Attorney General on how to implement certain aspects of
the law. Initial draft guidance is expected sometime this month, and enforcement by
the Attorney General will begin on the earlier of six months after final regulations are
issued or July 1, 2020. 

The cost for compliance with the CCPA is high. According to a survey conducted for
TrustArc, a privacy compliance company, 71% of companies expect to spend more
than six figures to comply with the CCPA while 20% expect to spend more than $1
million. Business can expect to spend even more in 2020 if CCPA 2.0 is approved
by the voters. 

Children’s Privacy Will Be At The Forefront in 2020

Children’s privacy was a major topic in 2019 and that emphasis is expected to grow
in 2020. This year saw major regulatory action against companies who failed to
protect children’s privacy. The video-sharing app TikTok (formerly Musical.ly) was
fined $5.7 million for collection of personal information about children under the age
of 13 without parental consent. In September, Google and its subsidiary, YouTube,
agreed to pay a record $170 million to settle allegations by the Federal Trade
Commission and the New York Attorney General that the YouTube service collected
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personal information from children without parental consent for the purposes of
targeting advertisement. The fine against Google and YouTube was the largest
amount ever obtained under the Children’s Online Privacy Protection Act (“COPPA”)
which requires certain websites and online services that collect personal information
from children under the age of 13 to provide notice to and obtain consent from
parents before collecting, using, or disclosing personal information from those
children.

In October, 2019, the FTC held a workshop for the purposes of expanding
application of COPPA sometime in 2020. The workshop will include discussions
about whether to expand to COPPA Rule to include the various forms of smart
home devices (like Alexa and Google Home) within the scope of application.
Another topic of consideration is to increase the age-limit of COPPA to protect
children under the age of 16 rather than 13. In California, the CCPA prohibits the
selling of personal information of children between the ages of 13 and 16 unless the
child opts-in to the sale. Under the California Privacy Rights and Enforcement Act of
2020, businesses would need to obtain opt-in consent before collecting personal
information under the age of 16. Businesses who collect data from children or have
children included as part of their targeted audiences would be well advised to follow
these developments closely. 

Expect to See More Pop Up Banners in 2020

The use and placement of cookies will be another major area of regulatory action in
2020. By now most people have experienced the cookie banner pop-up fatigue,
having to click through a cookie banner when first navigating to a web page,
resulting from businesses attempts to comply with European law. Under the GDPR
and related laws, businesses must acquire freely given, informed and specific
consent before they collect personal information via non-essential cookies. In a
recent decision, the EU’s Court of Justice of the European Union (CJEU) recently
ruled that pre-checked cookie consent boxes are impermissible as a means to
demonstrate active consent to the use of cookies. Moreover, the CJEU ruled that
cookie notices must have clear and comprehensive information sufficiently detailed
so as to enable the user to comprehend the functioning of the cookies employed. In
other words, cookies banners are going to get a lot more detailed. 

In addition to the GDPR’s cookie consent banners, we may also see additional
banner pop-ups as a result of the CCPA. The California law may prompt additional
banners or other prominent indicators to inform consumers of their rights to opt-out
of the sale of their personal data. The CCPA requires any business that sells
personal information about consumers to third parties to provide notice to
consumers about their ability to opt-out of the sale. Businesses that engage in
interest based advertising, which involves the collection and sharing of personal
information about consumers to third parties in order to serve them a relevant
advertisement, would be required to provide that opt-out notice in addition to notice
that the information is being collected in the first place. Additional guidance on the
implementation of these notifications is expected from the California Attorney
General. 

Conclusion

Privacy-related legislation is expected to grow leaps and bounds in 2020 and
beyond. In addition to California, consumer privacy laws are being considered in
Arizona, Hawaii, Illinois, Maryland, Massachusetts, Missouri, New Jersey, New
Mexico, New York, North Dakota, Oregon, Rhode Island and Virginia. Nevada has
already passed its own limited CCPA-like law that has become operational as of
October 1st. All business will be affected by these laws in one way or another so it is
important to be prepared. 
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